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1. About the DECOM Digital System 
The DECOM Digital System (SDD) allows the electronic sending of documents within the scope of 

trade remedies proceedings, as well as the visualization of these documents at any time. 

The legal provision for use of technological structure in anti-dumping cases is contained in Article 

58, paragraph 1, of Decree No. 8,058, of July 26, 2013, which regulates administrative procedures 

related to the investigation and application of anti-dumping measures. 

Art. 58. All interested parties shall be assured the right of access to the 
restricted records of the proceeding. 

Paragraph 1 - The access to the information contained in the restricted 
records shall be given by written request, by means of consultation of the 
case file at DECOM's headquarters or by electronic access. 

Subsequently, SECEX Ordinance No. 58, of July 29, 2015, regulated the electronic administrative 

procedure related to the trade remedies processes covered by Decree No. 8,058, of July 26, 2013 

and established that 

Article 1. The processing of administrative proceedings, the 

communication of acts, the formation of proceedings and the 

transmission of procedural documents conducted by DECOM, 

pursuant to Decree No. 8,058, of July 26, 2013, shall be carried out 

through the SDD, regulated by this Ordinance. 

The SDD allows the user, through the use of a digital certificate, to file applications to initiate 

original investigations or reviews of applied measures, as well as participate in investigations of 

which he was notified as an interested party by sending documents to the records. 

Currently, the SDD is programmed to receive applications regarding the procedures provided for 

in Decree No. 8,058 (Anti-dumping regulation), including those for scope evaluation and 

redetermination. The system covers the application and process phases, so that all pre-litigation 

continues to be conducted outside the SDD, received through the e-mail decom@mdic.gov.br. 

In general terms, external users submit documents and evidence through this system and 

designated investigators analyze that material, request more information if necessary, and make 

their opinions and determinations available. 

Among the main advantages of SDD, you can list: 

• Decreased use of paper in the process; 

• Agility in the protocol of the documents, without commutes; 

• Full-time access to files, with debureaucratisation of processes; 

• Increase and ease of access of the parties and / or legal representatives, as it makes it 
possible to send documents from any computer with Internet access; and 

• Considerable savings of resources and time; 

mailto:decom@mdic.gov.br


 
When protocoling electronically, the user will also receive, by this means, the corresponding 
protocol number without the need to go to the protocol of DECOM as well as will be disobliged 
to perform the attachment of papers, since the documents produced electronically and attached 
to the electronic processes will be considered original for all legal purposes, including the scanned 
documents. 

2. Technical Requirements 

a) Minimum requirements to access the system 
Operational system 

Required – Windows 7 or higher. 

Hardware 

Minimum: 2GB of RAM and 2 GB of free local disk space. 

Browsers 

Internet Explorer – version 10 or higher. 

Mozilla Firefox – not recommended as it only works until version 51 (recent versions do not 

enable the Java Applet, making it incompatible with sending documents/attachments in the SDD) 

Google Chrome – not recommended as it only works until version 44 (recent versions do not 

enable the Java Applet, making it incompatible with sending documents/attachments in the SDD) 

Java 

Java – version 8.60 or higher. 

Digital Certificate 

Type A3 or A1 in the ICP-Brazil standard. 

If it is necessary to acquire one, visit the page of the National Institute of Information Technology 

- ITI (http://www.iti.gov.br/certificacao-digital) for further information. The ITI is the federal 

authority whose mission is to maintain and execute the policies of the Brazilian Public Key 

Infrastructure - ICP-Brazil. 

Connection Ports 

Ports – TCP 80, 443 and 4569 must be open. 

b) Setting up the computer 
Operational system 



• Users - must be allowed to read and write to the local disk where the operating 

system is installed. Ex: drive C: 

• Folder creation – the system will automatically create folders: 

➢ C:\SDD\LOGS\ - In this location, other subfolders will be created to organize the user 

activity log files by year and month in the "C:\SDD\LOGS\YYYY\MM" format for 

folders and "SDD_YYYYMM.log" for files.  

▪ For example, a file "SDD_201507.log" would be written to a subfolder 

"C:\SDD\LOGS\2015\07". This file may be requested by MDIC support for 

analysis and identification of the problem that occurred. 

➢ C:\SDD\RECIBOS\ - where the receipts of successful file uploads will be stored.  

 

Hardware 

• No specific configuration needed. 

Browser 

• Internet Explorer (screens of version 11)  

➢ Enable Java plug-in: 

1. Open the Internet Explorer browser and in the upper right corner click the "Tools" 

button and click on “Internet Options”. 

 

 

2. Select the “Programs" tab and click the button “Manage add-ons”. 

 



 

3. Select “Java™ Plug-in SSV Helper” and click “Enable”. 

 

➢ Enable SSL and TSL: 
 



1. Open the Internet Explorer browser and in the upper right corner click the "Tools" 

button and click on “Internet Options”. 

 

2. Select the “Advanced” tab and check the items listed in the figure below. 

 

 
 

 

➢ Enable Mixed Content: 
 
1. Open the Internet Explorer browser and in the upper right corner click the "Tools" 

button and click on “Internet Options”. 



 
 

2. Select the “Security” tab, click “Internet” and then on “Custom level”. Go to “Display 

mixed content” under “Miscellaneous” and click on enable. 

 

 

 

 

Java (screens of Windows 10) 



• Exception list - include the sites http://decomdigital.mdic.gov.br and 

https://decomdigital.mdic.gov.br in the list of exceptions: To do this, right click on 

the start button and then on "Control Panel". Then click on "Programs" and then 

on "Java". In the "Security" tab click on "Edit Site List" and add the addresses listed 

above. 

 

1. Click on the start button and then on "Control Panel". 

 

 
 

2. Click "Programs". 

 

http://decomdigital.mdic.gov.br/
https://decomdigital.mdic.gov.br/


 
 

3. On the next screen click on "Java". 

 

 
 

4. Select the "Security" tab, check the "High" option and then edit the “Exception Site List” 

to include http://decomdigital.mdic.gov.br and https://decomdigital.mdic.gov.br. 

 

http://decomdigital.mdic.gov.br/


 
 

• Runtime Configuration - Still in the "Java Control Panel" opened in the previous 

item, go to the "Java" tab, click "View" and include the Runtime parameter -

Xmx1504M.  

 



 
 

 

Digital certificate 

The digital certificate must be installed and configured.  

To test, go to the site https://cav.receita.fazenda.gov.br/eCAC/publico/login.aspx and click on 

the option "Certificado Digital". 

 

Connection ports 

https://cav.receita.fazenda.gov.br/eCAC/publico/login.aspx


• Verify TCP ports – The previously specified communication ports (TCP) must be open. To 

test if they are closed, go to http://ping.eu/port-chk and click on the IP number displayed 

on the screen (eg 123.123.123.12), put the port (80, 443 and 4569) in “Port number” and 

click on “Go”, test one at a time.  

 

 

• Opening the ports - if the doors are closed, the company's own Information 

Technology team should open them or the internet provider if it's the case. 

 

 

 

3. How to register in the system  
With the digital certificate properly installed and connected to the computer, access the page of 

DECOM Digital (http://decomdigital.mdic.gov.br/). The SDD will recognize that there is a 

certificate installed on the computer and ask with which certificate the user wants to access the 

system. The user will then enter the password and two options will appear for him: to access the 

system or to register in the SDD. The user should click on the "Não tem acesso ao sistema?" Icon. 

 

http://ping.eu/port-chk
http://decomdigital.mdic.gov.br/


 

After reading the information on the "Como obter acesso a um processo" screen, you should click 

the "Cadastro" button at the bottom center of the page and fill in the requested fields. 

 



 

 

If everything is filled out correctly, the user receives a message that his registration was 

successful. 

 

Registration is done only once per user. After doing so, the user should always click "To access 

the system". 

For general information regarding the operation and functionality of SDD, the user must access 

the "Manual do Sistema" available on the homepage. 

4. General rules in proceedings participation 

a) Interested parties 
In the course of a proceeding, different types of interested parties will coexist: applicant, other 

domestic producers, foreign producers / exporters, importers, governments, etc. 



External users of the SDD can be divided basically between the applicants and other interested 

parties who were notified of the initiation of the investigation. The general rule is that only 

applicants must create applications, in which they will send the relevant documents. 

• Applicant 

It should be noted that the applicant is the one who will request, upon application, the opening 

of an investigation in order to apply / change the application of a trade remedy measure. 

With this in mind, the first step in creating a application in SDD is to click the "Criar petição" 

button (indicated by "1" in the figure below) 

 

and fill in the information on the "cover sheet" of the application, which will vary according to 

the type of procedure selected by the applicant. Once this cover page is created, the user must 

attach the documents that will compose the application and, when he is sure that all the 

documents have been appended, the user must click on the "Finalizar" button in order to 

properly protocol the application. 

From that moment new documents must be sent through the "Petições" tab (pointed by "2" in 

the figure above), where you must choose the application in question that you want to send the 

documents. If the application is accepted and an investigation is initiated, new documents must 

be attached through the "Processos" tab (highlighted by "3" in the figure above). 

• Other interested parties 

This includes other domestic producers, foreign producers / exporters, importers, governments 

and other parties that may be affected (at the discretion of DECOM). They should participate in 

the process, at first, by sending documents from the "Partes não habilitadas" tab (indicated by 



"1" in the figure below), since DECOM has not yet examined whether such parts will be 

considered as interested parties and whether their representatives shall be deemed to have been 

duly authorized. 

 

After the empowerment of the representatives of the parts considered interested, the 

participation of these representatives will be through the "Processos" tab (indicated by "2" in the 

figure above), users will select the process in question and may attach documents. 

It should be noted, however, that foreign producers / exporters and Brazilian importers may be 

applicants in the case of anti-dumping reviews of measures provided for in Decree No. 8,058 

(namely that of alteration of circumstance and of new producer or exporter), as well as 

application to the procedures of scope assessment and redetermination. 

 

b) Deadlines 
The procedural deadlines, in the electronic process, may be fulfilled until the 23h59m59s 

(twenty-three hours, fifty-nine minutes and fifty-nine seconds) of its last day (article 8 of the 

SECEX Ordinance nº 58). However, it should be noted that the date of the protocol is that of the 

reception of the file by the SDD and not the one of its sending and that the time that will appear 

in the protocol receipt is the one of the server of MDIC. 

c) Size and format of files  
The files supported by SDD are those with xlsx and pdf extension. It should be noted that it is 

possible to convert files to the formats mentioned above with free software available on the 

Internet. There is no size limit for sending files, however, the duration of the upload is 



proportional to the size of the file. If the user wants to expedite the sending of the files he can 

divide them into parts. 

In order to send the files, it is not necessary to use digital signature software, since the system 

itself is responsible for affixing the digital signature to each file sent. In any case, if the file to be 

sent has already been digitally signed, there will be no technical incompatibility, however, 

prevailing the signature made by the SDD. 

In case of scanned files, it is recommended to observe the following guidelines on the quality of 

the scan so that the file is generated with a reasonable size. 

• Regarding the type of image, when scanning the document, the user must choose the 

option "tones / gray levels" instead of the "black and white" option (documents of smaller 

size, but of distinctly inferior quality that may generate misunderstanding of the Content) 

or "colored" (larger documents, which should only be sent if it is essential for 

understanding the content).  

 

• When scanning the document, the user must also choose the graphic resolution in terms 

of dpi (dots per inch). For viewing on the computer screen or for printing, resolutions 

between 150dpi and 300dpi are sufficient so as not to render the file size unnecessarily 

large. If the document consists of images, catalog of products, for example, the highest 

resolution of 300dpi is recommended. Some scanners may bring this resolution under the 

name "minimum quality" or "web publishing". 

 

• The scanners currently used have the options of generating the scanned files in the 

following formats: "PDF Image", "PDF Image-Text" or "PDF Text". It is not advised to use 

the "PDF Text" option when scanning documents as it is clarified: 

o PDF Image: The PDF file will not have searchable text, it will contain only the image 

of the original document; 

o PDF Image-Text: This type of file contains two layers, the text recognized by OCR 

(Optical Character Recognition) and the original image above the text. This way, 

you have access to the recognized text and still see the original image; 

o PDF Text: This type of file contains text recognized by OCR, but does not contain 

the original image of the document. This procedure is not entirely reliable, because 

it will be up to the program to "translate" the document, which may generate error 

and, necessarily, loss of fidelity to the original document. 

 

Reminder: For a restricted document that has a confidential version, in case the user chooses 

to cover the confidential information with a stripe, one should be careful to choose the format 

of the file, since if the format "PDF Image-Text" or "PDF Text" is chosen, and the information 



covered with the stripe is not replaced, it can be retrieved through the copy and paste tools 

of text editors. In this way, if you prefer not to change the information, it is suggested that the 

user chooses the "PDF Image" format. If you replace the information covered with the stripe, 

it is okay to send files as "PDF Image-Text" or "PDF Text". 
 

d) Printed and electronic communication 
Considering that the SDD does not currently have a communication module, but only the one to 

update the files, DECOM continues to send printed notifications to all interested parties of the 

following acts: publication of the beginning of the investigation; Publication of preliminary 

determination; Application of provisional duty; Holding of hearing; Publication of final 

determination; Application of definitive duty. 

The need to send printed notifications follows from the obligation of DECOM to notify all parties 

of the acts mentioned above, whether those parts are qualified in the SDD or not. Thus, in order 

to notify interested parties who have not qualified in the process, it is imperative to send printed 

notifications. 

However, it should be noted that no document or manifestation of interested parties will be 

attached to the electronic files of the SDD without having been sent through the said system, 

using a digital certificate to guarantee the authorship of the documents. 

The only manifestations that can be attached to the case even if received in printed form or by 

electronic mail are those whose senders are not part of the list of interested parties, such as: 

• A party that had been identified as being interested by DECOM, but which wishes to 

communicate that it does not considers itself as such, because it has not produced, 

exported or imported the product under investigation, for example; and 

• Party that was contacted by DECOM to provide supporting information to the 

application.  

e) Confidential and Restricted Documents 
Regarding the degree of secrecy of information in investigations, documents have three types of 

treatment: confidential, restricted or public. 

The documents must be filed simultaneously in a confidential version, accessible only to DECOM, 

and another in the restricted version, accessible only to parties authorized as interested in that 

investigation. 

Non-interested third parties will have access only to official published documents related to the 

investigation, such as SECEX Circulars and CAMEX Resolutions, made available on the DECOM 

website, and thus outside the SDD. 



It should be clarified that the parties do not always need to send confidential documents, but if 

they send, they must always send at least a restricted document with the justification of 

confidentiality and a summary that allows the other parties authorized in the process to 

understand the confidential information. 

Documents for the regularization of legal representation must be presented in their restricted 

version, although some document may contain confidential content. In such cases, the 

documents that the party considers as confidential should be sent to the respective records. 

With regard to the sending of a confidential file and its restricted version, it is worth highlighting 

the provisions of art. 51 of Decree nº 8.058: 

Paragraph 2 - Interested parties that provide confidential information must 

submit restricted summaries in detail that allow the information provided 

to be understood, otherwise confidential information will be disregarded. 

Failure to submit a summary or justification gives rise to the application of the paragraph 9 of art. 

51 of Decree nº 8.058:  

Paragraph 9 - If DECOM deems the request for confidentiality to be 

unjustified and the interested party that provided the information refuses 

to adapt it for attachment in non-confidential records, the information may 

be disregarded unless it is shown, to the satisfaction and by appropriate 

source, that such information is correct. 

Confidential documents must be marked as such, according to the guidelines contained in 

paragraph 10 of art. 51 of Decree nº 8.058: 

Paragraph 10 - The indication of confidentiality of the documents presented 

is responsibility of the interested party and must appear on all its pages, 

centered at the top and bottom of each page, in red color. 

Finally, it should be pointed out that in case of inconsistency between the content of the 

document sent and the indications previously made in the system by the representative 

regarding the said document, the indications made by the representative in the SDD will prevail, 

as provided in the sole paragraph of Article 7 of SECEX Ordinance No. 58. Thus, even if the PDF 

document, for example, contains the red and centered indication on the page, if the user, when 

sending this document, classifies it as restricted, such treatment will be waived for this file. 

f) General guidelines 

• SDD requires the installation of some programs to be able to use the system. Your computer 

may already have them. Nevertheless, it is recommended to follow the previously described 

steps to install or update these programs, as appropriate. 

 

• Some pages may take a few minutes to load, depending on the speed of the Internet 

connection or the number of accesses on the page itself (user overload).  



 

• Likewise, the user should not click several times in send documents, or make several attempts 

to send. The documents sent can also take a few minutes to load, depending, besides the 

factors mentioned in the previous item, on the file size. In order not to overload the case with 

repeated files, the user should wait for some time, and, if he cannot verify that the files have 

been uploaded, contact the Help Desk, available at phone number (61) 2027-7200. 

 

• Make it easy to identify the files and documents to be sent, giving them names that allow 

immediate understanding of the content. In the case of fragmented files, but with the same 

theme, number them sequentially. Try to attach them to the system in the correct order in 

which they should normally appear in the case file. 

 

5. Frequent problems and their solutions 

a) I cannot download SDD documents in Internet Explorer, what do I do? 
When Internet Explorer does not download the process attachments, you must do the 

following: 

1. Open the Internet Explorer browser and in the upper right corner click the "Tools" 

button and click on “Internet Options”. 

 

2. Select the "Advanced" tab, click "Reset" and, in the window that will open, check the 

"Delete personal settings" box. Click "Reset" again and restart the computer for the 

setting to take effect. 



 

 

b) When sending documents, in "Status" the message "Erro transmissão" is displayed, 

how to solve? 
 This error occurs when connections are blocked on 

the user's computer or on the network where the 

user is. Please note that in order to send documents, 

the following ports must be enabled on the firewall: 

80, 443 and 4569. Check with your company's 

technology team to see if these ports are blocked..  

 

After the reset, carry out the activation of 

Java in Internet Explorer add-ons manager 

as explained in "Setting up the computer" 



c) When accessing the SDD it presents a screen with the question "Do you want to run 

this application" what do I do? 
 This dialog box only asks if 

the user wants to run the Java 

application used by the SDD. 

The application has a valid 

certificate and is from a 

trusted authority. Check the 

"Do not show again for this 

publisher and location above" 

box and click the "Run" button. 

 

d) A Security Warning screen stating "the execution of this application may be a security 

risk" am I in danger? 
 No. This message only 

warns you that the 

certificate used to identify 

this application has 

expired. In these cases, it is 

safe to check the "I accept 

the risk and I want to run 

this application" option 

and click on "Run".  

 



e) In Internet Explorer when clicking to access the system, the message "The website 

declined to show the webpage" or "This page cannot be displayed" is displayed, what 

should I do? 

 

 

Make sure that your digital certificate is in the machine and verify that it is properly installed 

by testing other systems that also use the digital certificate, such as the “Centro Virtual de 

Atendimento da Receita Federal” 

(https://cav.receita.fazenda.gov.br/eCAC/publico/login.aspx). 

f) In Internet Explorer when clicking to access the system, the message "There is a 

problem with this website's security certificate". 
This warning can occur if the client computer's clock is set to have date / time later than the 

expiration date of the Web server's SSL certificate. 

 

https://cav.receita.fazenda.gov.br/eCAC/publico/login.aspx


 

 

The warning may also occur because of a certain setting that is not enabled in Internet 

Explorer. To enable, go to Internet Explorer> Tools> Internet Options> Advanced and then 

check Use SSL 3.0 and Use TSL 1.0 options. 

 
 



 
 

 

6. Other Doubts / Errors 
If the requested procedures have been performed and the problems persist, the user should 

contact the Ministry through the following channels: 

• E-mail: csti@mdic.gov.br  

• Phone: +55 61 2027 – 7200 

Office hours are from Monday to Friday, from 8am to 6pm (except national holidays). 

In order to speed up the solution of the problems, it is suggested to be attached to the email 

printscreens taken from the error screens and also the Java log (in case the error refers to the 

moment of sending files). 
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